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Cyber Awareness Training



© Copyright 2017 Dell Inc.2

Welcome 

Be Cyber 
AWARE 
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Quick questions 

Show of hands….

• Who has a smart phone, 
• Who has a Facebook account, 
• Who has an Instagram account, 
• Who shares photos with others and regularly 

posts with others.  
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Wow! 
• It’s great to see so many people with phones and social media accounts.

• We hope that with today’s session that we will help make you more Cyber Aware and 
help you to be Cyber Safe
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Shout out - what these words mean….

AWARE
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What is Cyber Aware?

Definition of cyber in English:
ADJECTIVE

Anything to do with computers, information technology, and virtual reality.

Origin: Abbreviation of cybernetics.

Definition of aware in English:
ADJECTIVE(with adverb or in combination)

Concerned and well informed.
© Oxford English Dictionary



Cyber Space Your 
Digital Footprint
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Cyber Space: Your Digital Footprint

Did you know that everytime you go online you leave a trail which will never be erased?

Nothing is truly private on the internet.
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Cyber Space: Your Digital Footprint
Your digital footprint is what's left behind as you casually browse the web, post on social 
media or even type into a chat service.

The digital footprint can have unexpected effects in all areas of your life, potentially resulting 
in: 

• public sharing of personal information

• putting yourself in unintended danger

• Relationships 

Today we will talk about being more aware of how you manage yourself and your online 
activity

Your digital footprint is 100% within your control
Be Cyber Aware – Be Safe



Tips for Securing your 
Social Media –

Using Facebook
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Hackers, fraudsters, identity thieves
and others all use and hack into
Facebook profiles as a means to their
illegal ends. So, what exactly are the
best ways to keep your Facebook
account safe and secure?
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1. Manage 
Your 

Security 
Settings

• The above picture will allow you to modify settings regarding your
security questions, app passwords, current active sessions, and
more. Checking, and enabling all of these options and features will
improve the security around your Facebook account.
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• A HTTP secure connection is achieved
whenever the URL begins with https:// instead
of http://

• Browsing Facebook without an HTTP secure
connection keeps your data open to attacks any
time you use free Wi-Fi (for example using free
Wi-Fi in Starbucks, a public library or a hotel)

2. Use a  
Secure 

Browsing
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3. Only 
Add Real 
Friends

• Many Facebook users are unaware of the dangers of accepting
random friend requests. Becoming friends with somebody on
Facebook allows them to access personal information about
you, including your full name, location, place of birth, birthday
and more.

• This information can easily be exploited by identity thieves, and
so it’s always the best policy to reject friend requests from
people you don’t actually know in person.
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4. Customize 
Your 

Facebook 
Privacy 
Settings

• Keeping your personal information private, is a great idea in terms of security. By
default, information such as your date of birth, location, etc are all accessible to
Facebook users who do not know you.

• To change this, go into your privacy settings, which can be found by clicking on the
gear button located at the top right-hand corner of your Facebook screen, followed by
clicking “Privacy Settings”.
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5. Don’t Overuse Passwords

• Using the same password for your email address
and your Facebook account is asking for big, big
trouble.

• A hacker who gains access to your Facebook
account will immediately have access to your
registered email address. Using the same password
for both accounts allows them to be able to get
information, files, images, passwords, and more.
So, it is hugely important to take the time to create
separate passwords for each of your accounts.
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6. Log Out After You Use 
Facebook

• If you are browsing the web on public devices such as at libraries,
forgetting to log out of your Facebook account can prove very
dangerous

• Although you may be lucky to get away with a prank, there is a
risk of becoming a victim of fraud, identity theft, or worse.
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7. Confirm 
Your 

Mobile 
Number

• Along with adding trusted contacts, confirming your mobile number is one
of many ways to imporve your account security on Facebook. This way,
even when you lose or forget your password, Facebook will be able to
send you a new one via SMS.

• To access this option, click on the gear button located at the top right-
hand corner of your Facebook screen, followed by clicking “Account
Settings”, then by clicking “Mobile” on the left-hand sidebar.



© Copyright 2017 Dell Inc.19

8. Avoid 
Spam 
Links

• There are more and more spam links appearing on Facebook
feeds of every user. An example of link attacks include money
scams through direct or indirect requests via Facebook
messages. Phishing links that will redirect you to fake websites
are also showing up more regularly on Facebook feeds.

• These malicious links are able to get your personal information
or even harm your computer. There are also chances you may
receive emails from ‘Facebook’ – when in reality, a phishing
website is trying to trick you into a scam, or worse.
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9. Use A 
Strong 

Password

• Strong passwords are essential for all online and
offline applications, but Facebook especially. with
over 600,000 Facebook hackings every day, having
an unusual password might be a good idea. Adding
a mixture of numbers, letters and a special
character, along with upper and lower case letters.



Using Instagram
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1: Turn Your 
Instagram Page 
on Private
Step 1 : Tap your profile picture in the 
bottom-right corner of the screen.
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Step 2: Tap 
the gear icon 
near the top-
right corner 
of the screen.
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Step 3: Scroll 
down and tap 
the toggle next 
to “Private 
Account” to 
make your 
account private. 
The toggle will 
turn blue.
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2: Turn on Two-Factor 
Authentication
• Most major social media platforms now provide some form

of two-factor authentication and this includes Instagram.

• With two-factor authentication turned on, whenever you log
into Instagram from an unrecognized device, you’ll be asked
to enter an SMS security code, along with your username
and password. This can help stop any attempts by hackers
to log into your account and change your contact
information.

• To turn two-factor authentication on, head to your Instagram
profile and tap the settings button. Then scroll down and tap
Two-Factor Authentication.



How to Turn on Two Factor 
Authentication
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3. Block 
Unknown or 
Harassing 
Followers

• Instagram doesn’t offer a way to protect users from receiving
anonymous messages. you can block followers and people who
send inappropriate direct messages.
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How to Block 
Users

• From your list of Followers (or in the direct message folder), tap
through to the profile of the user you wish to block.

• Tap the three dots in the top-right corner.
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How to Block 
Users

• Tap Block.

• You can block anyone — even people who aren’t followers.
What’s more, blocked users don’t know that they’ve been blocked.
If you block someone accidentally, just follow the steps above to
unblock them again.
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Tea Break
Back in 15 minutes



Using Snapchat

32
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Private Info Sharing
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Private Info Sharing 
World Wide Web Rule

W –Who is asking for your personal information?

W –What information is being requested?

W – Why do they need your personal information?
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WWW Rule – Sharing Personal Information

• Take care with giving out personal information. It may be used against you
– to steal money from you or to download malware on your machine.   

• Banks would never ask you for your personal bank details.

• Companies would contact ring you asking you for private information.   
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• If something or someone online makes you feel 
uncomfortable, you have the right to not respond, 
delete a post, and most importantly tell a trusted 
adult/carer.

• Never meet in person with anyone you’ve only met online.

• Never use the Internet to spread gossip, bully or hurt 
someone’s reputation.

Cyber Aware
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Organising a Party?
Don’t post it on social media  
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Telling your Friends you are on Holiday?  
• Posting holiday pictures or posting travel 

details could tell burglars your house will be 
empty!!

• Get Safe Online, a UK government-backed 
organisation that gives guidance on how to 
stay safe while using the internet, said: “It’s 
great posting updates or pics about what a 
fantastic holiday you’re having, but that could 
also be telling everyone that your home is 
unoccupied. Think before you post or send.”



Password Aware
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Cyber Key

Hackers can use your password to gain access to ALL your 
personal accounts

Make your password stronger with four random words

simply amazing quantum fog

Choose words that are memorable but avoid those which might be easy to guess, 
such as 'onetwothree' or are closely related to you personally, such as the names 
of family members or pets.
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Cyber Key

Make your password stronger with four random words

simplyamazingquantumfog

It would take a computer about
277 TRILLION YEARS
to crack your password
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Cyber Key

Simply Amazing Quantum Fog

It would take a computer about
1 NONILLION YEARS
to crack your password

Make your password stronger with four random words
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Cyber Key

Simply Amazing Quantum Fog

1,000,000,000,000,000,000,000,000,000,000 years

It would take a computer about
1 NONILLION YEARS
to crack your password

Make your password stronger with four random words
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Good or Bad Password Game
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Good Password/Bad Password Game

Password
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Good Password/Bad Password Game

Password
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Good Password/Bad Password Game

RuthKelly
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Good Password/Bad Password Game

RuthKelly
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Good Password/Bad Password Game

Sunshine Iceberg Cable Table 
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Good Password/Bad Password Game

Sunshine Iceberg Cable Table 
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Good Password/Bad Password Game

12345
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Good Password/Bad Password Game

12345



Cyber Sharing - Photos
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Sharing Photo Awareness

• Don’t post photos of other people, people’s children on Social Media if you do not have their 
permission.  

• Do not give away personal information on your photos
– For example address info
– Bank information
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Have Fun with 
Photos – BUT note 
when its sent it is no 
longer in your control
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Cyber Sharing

Remember post only what you would feel comfortable with 
your family, your mentor and the whole world seeing.

…even people you don’t know.

There are 3.2 billion people online.
You don’t have to share with all of them



Phishing
How to Avoid Phishing Scams
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Protect your Personal 
Information:

• To protect yourself from falling victim to 
a phishing scam, it's important to be 
very careful with your personal 
information including your usernames 
and passwords.

• Some phishing scams divert you to a 
fraudulent website designed to look like 
the website you originally clicked on. 

• When you enter your 
username/password and other 
information, that information is 
transmitted to the con artist, who can 
use it later on.
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Beware of Suspicious 
Emails and Do not 

Click Suspicious Links:

• Be very suspicious of any emails you receive 
from trusted entities like your bank.

• If the email contains a link, don't click on it.

• Deceptive links that mimic legitimate URL 
addresses are a common tools con artists use 
in phishing scams.

• While these addresses may look official, they 
usually redirect you to a fraudulent site.

• Instead of clicking on the link, type in the web 
address of the institution into the browser to 
access the website.
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Know the Common 
Phishing Language:

• Look out for common phishing language in 
emails like "Verify your account."

• Legitimate businesses will not send you an 
email to ask for your login information or 
sensitive personal information.

• Also, look out for emails that try to convey a 
sense of urgency.

• Warnings that your account has been 
compromised, for example, are a common way 
to trick victims. Again, contact the company 
directly to inquire about such emails rather than 
using any link or other contact information 
provided in the email.

• Finally, be wary of any email that does not 
address you directly.

• While some phishing scams will use your name 
in the email, many are sent out as spam 
messages to thousands at a time.
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Count on 
authenticated 

websites:

• If you visit a website with a 
padlock, click on the padlock.

• It should show you the name 
of the organization that 
applied for the padlock. If the 
name does not match the 
name you know, be very 
suspicious.
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VIDEO – Bringing it all together
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Cyber Aware – Stay Safe Recap
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Cyber Safe

ALWAYS BE SMART WHEN WEB BROWSING or USING 
SOCIAL MEDIA APPs

Don't ever disclose personal information. like

Think before you post!

The internet is public.
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Cyber Safe

TURN ON YOUR SOCIAL MEDIA PRIVACY SETTINGS

Make your accounts private.

Manually approve any new friends or followers.
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Cyber Safe
ONCE YOUR DATA IS OUT THERE ON THE INTERNET 

ITS NOT UNDER YOUR CONTROL.

Any photo that's uploaded is the property of that website.

Uploading a bad picture and deleting it a few minutes or 
seconds later doesn't change this.
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The Internet is a fantastic 
invention, enjoy it but stay 

Cyber Aware 
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